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Protection domains to provide security
1] 6125447 in a computer system 1997
2| 6,192,476 | Controlling access to a resource 1997
3| 5966702 Method and apparatus for pre— 1997

processing and packaging class files

System and method for dynamic
preloading of classes through memory

4 7426720 space cloning of a master runtime 2003

system process

Method and apparatus for resolving
5| RE3s104 data references in generated code 1999
Interpreting functions utilizing a hybrid of
6 | 6910,205 virtual and native machine instructions 2002
Method and system for performing
7| 6061520 static initialization 1998
" BYES 97 ZrE
NO, 1 US6125447
urojo| oy Protection domains to provide security in a
computer system
EHHS 983439
£ 1997.12.11 i Sun Microsystems
4 SUEFHHS
IPC HO04L9/00 FNHS

23 =HQIE AESHH B2 E2 Rl ZEtAlF

7| et &Y & R

T

A method and apparatus are provided for main
taining and enforcing security rules using protection
domains. As new code arrives at a computer, a

42 Invention & Patent



= determination  is
Receiv cass assigned to a protec
tion domain based
on the source from
which the code is
’ y & received, The pro
Estzbish protection
B domain tection domain esta
T blishes the permiss
o ions that apply to
the code. In embo
diments where the code to be executed by the
computer belongs to object classes, an association
is established between the protection domains and
the classes of objects. When an object requests an
action, a determination is made as to whether the
action is permitted based on the class to which the
object belongs and the association between classes
and protection domains,

NO, 2 US6192476

Is a protection
domain created
for class

2rHo| HAl | Controlling access to a resource
EHHs 988431
EHY 1997.12.11 b Sun Microsystems
4 SUEFEHS
IPC HO04L9/00 3/MHs
principal(e.g.
thread)o| £E¥
— st g2laio A
T =g &+ UA=KE
il 233ty 8
= 2 U AAY
A method

and system are
provided  for
determining whether a principal (e.g. a thread) may
access a particular resource, According to one
aspect of the invention, the access authorization

Oracle Vs, Google E5{=74

determination takes into account the sources of the
code on the call stack of the principal at the time the
access is desired. Because the source of the code
on the call stack will vary over time, so will the
access rights of the principal. Thus, when a request
for an action is made by a thread, a determination is
made of whether the action is authorized based on
permissions associated with routines in a calling
hierarchy associated with the thread. The deter
mination of whether a request is authorized is based
on a determination of whether at least one permi
ssion associated with each routine encompasses the
permission required to perform the requested action.
Support for “privileged” routines is also provided.
When a routine in the calling hierarchy is privileged,
the determination of whether an action is authorized
is made by determining whether at least one
permission associated with each routine between
and including the privileged routine and a second
routine in the calling hierarchy encompasses the
permission required to perform the requested action.

NO. 3 US5966702
gr40| izl Method.and appa_ratus for pre—processing and
packaging class files
E8HS 961874
EHY 1997.10.31 80 Sun Microsystems
4y MHFIHS
IPC GO6F17/30 SMHS

M2l ¥ ZA oH 7| &S e HE 3 AR
A method and apparatus for pre—processing and
packaging class files. Embodiments remove
duplicate information elements from a set of class
files to reduce the size of individual class files and to

) EX : tXZe], [F2vs 22215 d8= TYol A=, olgld 7Ixt
2011.09.26
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o prevent redundant
I READ AND FPARSE ALL CLASSES IN 'S" I/m reSOlunon Of the
information elements,

Memory allocation

w
l 1 TERMINL CONSTANTS SHARED BITWEEN CLASSES (N S |/
404

400
CREATE SHARED CONSTANT TABLE

requirements  are
determined in ad

REMOVE DUPLICATE, SHAKED CONSTANTS FROM
INDIVIDUAL CONSTANT TABLES FOR EACH CLASS

.
COMPUTE MEMORY REQUIREMENTS FOR EACH CLASS IN
T, ASLMING LACH CLAS IS LOADED SLPARATRLY

vance for the set of
classes as a whole

COMIULE TOTAL MEMORY s
REQUIREMENT FOR LOADINC "S*
4l

S e | to reduce the com
% QLA T MUD .

plexity of memory

“" allocation when the

set of classes are
loaded. The class files are stored in a single
package for efficient storage, transfer and
processing as a unit. In an embodiment, a pre—
processor examines each class file in a set of class
files to locate duplicate information in the form of
redundant constants contained in a constant pool,
The duplicate constant is placed in a separate

A system and
method for dynamic
preloading of
classes through me
mory space cloning
of a master runtime
system process is

presented, A mas
ter runtime system process is executed. A
representation of at least one class is obtained from
a source definition provided as object-oriented
program code, The representation is interpreted and
instantiated as a class definition in a memory space
of the master runtime system process. The memory
space is cloned as a child runtime system process
responsive to a process request and the child
runtime system process is executed, inheriting the
memory state of the parent, which reflects the data
structures and state corresponding to the preloaded

shared table, and all occurrences of the constant are classes,
removed from the respective constant pools of the

L . . , NO. 5 US RE38104
individual class files. During pre—processing,

. . . %1 | Method and apparatus for resolving data references
memory allocation requirements are determined for 28U B generated pao 9
each class file, and used to determine a total ZUHS 261970
allocation requirement for the set of class files, The =Y 1999.03.03 E Sun Microsystems
shared table, the memory allocation requirements Fud Rt
- . IINHS
and the reduced class files are packaged as a unit PC GO6F9/45 S
in a multi—class file. sounce_, AA ZZOM FC
. 4“ 2 ziglel2ight= Z1]
NO. 4 US7426720 TEo a2 :I ETQ: E?f—f'l;l_iln :’f
u —_
| System and method for dynamic preloading of S PARSES M = sriEe
2HO| HAl | classes through memory space cloning of a master o o ETATEMENTS EE 9l 2|8l 3}
runtime system process ¥ L olplDT
ZAHS R%Emk}ﬂqgﬂ = '—lE‘I&El E-IE :rL
=002 745023 PBUILDER & M ;l-Ol o El =
E¥Y 2003.12.22 el Sun Microsystems - rvngmmnnﬁnnﬂvg" o= oFI=H= 5
Y SUPREHE I—L_— OrE-2lE ZaE
IPC GOBF9/45 s “"“‘E L8 A hybrid com
ANNOTATED . .
50 T REPRESENEATION piler—interpreter
OtAE MA[ZE AJAR Dol HZ2| HY SRES & GENBRATION FORM OBIROT — 60 comprising a comp
CODE
st 22|A9| X preloding2 gt A|AH X HIH iler for “compiling
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source program code, and an interpreter for
interpreting the “‘compiled” code, is provided to a
computer system. The compiler comprises a code
generator that generates code in intermediate form
with data references made on a symbolic basis. The
interpreter comprises a main interpretation routine,
and two data reference handling routines, a dynamic
field reference routine for handling symbolic
references, and a static field reference routine for
handling numeric references. The dynamic field
reference routine, when invoked, resolves a
symbolic reference and rewrites the symbolic
reference into a numeric reference. After re—writing,
the dynamic field reference routine returns to the
main interpretation routine without advancing
program execution to the next instruction, thereby
allowing the rewritten instruction with numeric
reference to be reexecuted. The static field
reference routine, when invoked, obtain data for the
program from a data object based on the numeric
reference, After obtaining data, the static field
reference routine advances program execution to
the next instruction before returning to the
interpretation routine. The main interpretation routine
selectively invokes the two data reference handling
routines depending on whether the data reference in
an interaction in a symbolic or a numeric reference,

NO, 6 US6910205
0| x| Inte_rpreting f_unc_tions utjlizing a hybrid of virtual and
native machine instructions
EHHS 194040
£ 2002.07.12 ey, Sun Microsystems
24y QUUFHHS
IPC GO6F9/45 SWHS
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function are provided,
A portion of the virtual
machine instructions
of the function are
compiled into native
= machine instructions
= so that the function
- | includes both virtual
and native machine

7IS5E it 7t oAl BEo{ | Al £=5 S|
[m]

Systems and methods for increasing the
execution speed of virtual machine instructions for a

instructions.
Execution of the native machine instructions may be
accomplished by overwriting a virtual machine
instruction of the function with a virtual machine
instruction that specifies execution of the native
machine instructions, Additionally, the original virtual
machine instruction may be stored so that the original
virtual machine instructions can be regenerated.

NO. 7 US6061520

2HO| HA | Method and system for performing static initialization
EHHS 942292
EHY 1998.04.07 i Sun Microsystems
4 SUEZTEHS
IPC GOBF3/00 S/HS

FreLoADER) _7:(_7
—
|m’15.*.?&:eﬁﬁf',;s Woo |7 35t7| 5t 7HAF HAl

—

| - o) =
ALLOCATE VARIABLES l"“‘" 0'” 9'OH }él%l;l —:’I—Eg—l CC>>F
2 ZEAA M-I glx‘l

——— | SyrNLoEM HH
HEAL A BYTE CODE ' sE = = -
——— || s &) s
—<gens | zaje yaug A

ir
'ORM OP=34T O
WF RETEC BY BT DF

The disclosed sys
tem represents an
improvement over con
ventional systems for

s A initializing static arrays

by reducing the amount

of code executed by the virtual machine to statically
initialize an array. To realize this reduction, when
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determine the static initialization performed by them.
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